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Abstract—In this paper, the differential privacy problem in
parallel distributed detections is studied in the Bayesian formu-
lation. The privacy risk is evaluated by the minimum detection
cost for the fusion node to infer the private random phe-
nomenon. Different from the privacy-unconstrained distributed
Bayesian detection problem, the optimal operation point of a
remote decision maker can be on the boundary of the privacy-
unconstrained operation region or in the intersection of privacy
constraint hyperplanes. Therefore, for a remote decision maker
in the optimal privacy-constrained distributed detection design,
it is sufficient to consider a deterministic linear likelihood
combination test or a randomized decision strategy of two linear
likelihood combination tests which achieves the optimal operation
point in each case. Such an insight indicates that the existing
algorithm can be reused by incorporating the privacy constraint.
The trade-off between detection and privacy metrics will be
illustrated in a numerical example.

I. INTRODUCTION

Internet of things (IoT) has attracted much attention recently
as a revolutionary idea which envisions smart environments
where machines are connected via a network [1]. Sensor
networks will be needed to enable the smart environments
and new applications. A big challenge in the development
of sensor network technologies is the privacy problem which
strongly influences users’ acceptance of some sensor net-
work applications. In face of multiple privacy threats, many
efforts have been made to design secure sensor networks,
e.g., protecting the confidential data by cryptography [2],
attack detection approaches in the centralized and neighbors’
cooperative ways [3], [4], and routing security based on the
reputation-based scheme [5] and broadcast authentication [6].
Recently, a novel idea has been proposed to take the privacy
issue into account in the design of physical-layer distributed
detection. The countermeasure to Byzantines in the distributed
detection design was discussed in [7]. In [8], the eavesdropper
was assumed to be interested in the data transmission state
of the system. However, an eavesdropper in practice can be
more aggressive. In [9], the privacy leakage was assessed by
an entropy-based metric to measure the difference between
Kullback-Leibler distances of the fusion node and eaves-
dropper. In [10], [11], it has been proved that deterministic
likelihood-ratio tests (LRT) are sufficient to be considered in
the optimal privacy-constrained distributed Bayesian detection
designs with different topologies.

In this work, we consider a new privacy-constrained dis-
tributed Bayesian detection problem where the fusion node is
supposed to infer a hypothesis while be unaware of another
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Fig. 1. The studied system model consists of a 4-ary hypothesis which is
composed of two binary hypotheses as H = (HA, HB), two remote decision
makers DM1 and DM2 which make local decisions U1 and U2 based on their
own conditionally independent observations Y1 and Y2, and a fusion node F
which is supposed to infer HA by making the decision UA while be kept
unaware of HB.

correlated hypothesis. A detection-operational privacy metric
is proposed and quantization strategies in the detection system
are optimized by taking a privacy constraint into account. This
”privacy-concerned” distributed detection problem is studied
from a privacy-utility perspective. Related studies have been
done in other fields, e.g., the differential privacy problem
[12] and the conic privacy problem [13] in computer science,
and problems considered in [14]–[16] which use information-
theoretic arguments.

Here, the concept of differential privacy, well-established
in the privacy-related research for databases, is extended
to a distributed detection problem. Different from providing
universal privacy guarantees considering neighbor databases,
we optimize the decision strategies for a particular distributed
detection setting with a particular differential privacy objec-
tive. To improve the privacy, remote decision makers choose
the decision strategies which optimally trade-off the detection
performance while meeting the differential privacy constraint.
The adaptation of quantization operations at the remote de-
cision makers can equivalently be seen as additional noise
on the local decision to obscure the data which needs to be
protected. Thus, the fundamental approach is similar to that
for databases. But here we additionally have to satisfy a rate-
limitation on the links between remote decision makers and
the fusion node.

The remaining of this paper is organized as follows: An
introduction to the studied system model is provided in Section
II; important results of the privacy-unconstrained distributed



Bayesian detection problem are presented in Section III; the
privacy-constrained distributed Bayesian detection problem
is formulated and studied in Section IV; simulation results
of a numerical example are discussed in Section V; and
conclusions are given in Section VI.

II. PARALLEL DISTRIBUTED DETECTION SYSTEM
SUSCEPTIBLE TO DIFFERENTIAL PRIVACY THREATS

As shown in Figure 1, the studied detection network consists
of a 4-ary hypothesis H , two remote decision makers DM1

and DM2, and a fusion node F. The hypothesis H can
be further decomposed into two binary random hypotheses
(HA,HB) with joint prior probability pHA,HB(hA, hB) and
hA, hB ∈ {0, 1}. Remote decision makers produce local binary
decisions U1 and U2 each based on conditionally independent
observations Y1 and Y2. In addition, we assume that Y1 and
Y2 are continuous random variables and their conditional
probability densities contain no point masses of probability.
The fusion node receives local decisions of remote decision
makers through error-free rate-limited links and is supposed to
make the binary decision UA to infer HA. However, the fusion
node can also use its observations to make the binary decision
UB to detect HB which should be kept private. Decision
strategies of remote decision makers and the fusion node are
denoted by Φ1, Φ2, ΦA, and ΦB such that

• Φ1(y1) is described by a conditional pmf pU1|Y1
(u1|y1)

with u1 ∈ {0, 1} and y1 ∈ R.
• Φ2(y2) is described by a conditional pmf pU2|Y2

(u2|y2)
with u2 ∈ {0, 1} and y2 ∈ R.

• ΦA(u1, u2) is described by a conditional pmf
pUA|U1,U2

(uA|u1, u2) with uA, u1, u2 ∈ {0, 1}.
• ΦB(u1, u2) is described by a conditional pmf

pUB|U1,U2
(uB|u1, u2) with uB, u1, u2 ∈ {0, 1}.

In this work, we consider the worst differential privacy prob-
lem that the fusion node is greedy, i.e., the fusion node always
employs the optimal decision strategy to infer HB.

III. REVIEW OF PRIVACY-UNCONSTRAINED DISTRIBUTED
BAYESIAN DETECTION

Let us denote the non-negative detection cost of the fusion
node to make a decision uA given the hypothesis realization
hA by cUA,HA(uA, hA). The average detection cost of inferring
HA is expressed as

cA =
∑
uA,hA

pUA,HA(uA, hA)cUA,HA(uA, hA)

=
∑
uA,hA

∑
hB

pUA,HA,HB(uA, hA, hB)cUA,HA(uA, hA).
(1)

The privacy-unconstrained distributed Bayesian detection
problem aims to design the optimal system, whose detection
and fusion strategies are denoted as Φ∗

1, Φ∗
2, and Φ∗

A, to achieve
the minimum average detection cost of cA:

min
Φ1,Φ2,ΦA

cA(Φ1,Φ2,ΦA). (2)

In general, this is not an easy optimization problem since
one has to jointly optimize three decision strategies. However,

some properties of Φ∗
1, Φ∗

2, and Φ∗
A can be obtained by

studying the local person-by-person optimal strategies Φ∆
1 ,

Φ∆
2 , and Φ∆

A , each of which denotes the optimal decision
strategy of a node to achieve the minimum cA when the
decision strategies of the other two nodes are fixed.

Denote events of detection and false alarm by ”D” and ”F”
respectively. Extended from the discussion in [17], define

pFF
i = pUi|HA,HB(1|0, 0),

pFD
i = pUi|HA,HB(1|0, 1),

pDF
i = pUi|HA,HB(1|1, 0),

pDD
i = pUi|HA,HB(1|1, 1),

(3)

for i ∈ {1, 2}. Set j ∈ {1, 2} and i ̸= j. Given any Φj and
ΦA, the average detection cost cA can be rewritten as

cA(Φi) = aip
FF
i + bip

FD
i + fip

DF
i + gip

DD
i + hi, (4)

where constant coefficients ai, bi, fi, gi, and hi are determined
by the given Φj and ΦA. To minimize cA in (4), Φ∆

i can be a
deterministic linear likelihood combination test (LLCT) as{

aifYi|HA,HB(yi|0, 0) + bifYi|HA,HB(yi|0, 1)
+fifYi|HA,HB(yi|1, 0) + gifYi|HA,HB(yi|1, 1)

}
ui=0

≷
ui=1

0. (5)

Notice that LRT discussed in [17] is a special case of LLCT
when the source hypothesis is binary. If Φ1 and Φ2 are fixed,
it can be obtained that Φ∆

A is a deterministic fusion strategy
in the form of LLCT. Therefore, we can conclude that it is
sufficient to consider deterministic LLCT-Φ∗

1, LLCT-Φ∗
2, and

Φ∗
A in the optimal distributed detection design to infer HA.

This result is similar to that of the privacy-unconstrained dis-
tributed Bayesian detection problem with a binary hypothesis
[17, Section 3.4] and agrees with that employing randomized
decision strategies cannot improve the Bayesian detection
performance [18, Proposition 2.1].

Since the performance of any detection strategy Φi is
characterized by its corresponding probabilities listed in (3),
we represent a detection strategy by an operation point defined
as p⃗i = (pFF

i , pFD
i , pDF

i , pDD
i ). Then, operation points of all Φi’s

form the 4-dimensional operation region Ri of DMi. Although
any Φi is mapped to a single point in Ri, an operation point
can be achieved by different Φi’s.

Remark 1. By using the same argument in Property 1 of the
continuous ROC [19, Section 2.2.2], the operation region Ri

of DMi is a 4-dimensional strictly convex set for i ∈ {1, 2}. If
there are point masses of probability in conditional densities
of Yi, the operation region Ri is not a strictly convex set and
randomized decision strategies are needed to achieve some
operation points on the boundary.

In the following, we use ∂· to denote the boundary of a set,
e.g., ∂Ri which denotes the boundary of a convex operation
region Ri. Regarding ∂Ri, we have the following proposition.

Proposition 1. For i ∈ {1, 2}, any operation point on ∂Ri

can be achieved by a deterministic LLCT.



Proposition 1 is a simple extension of the Neyman-Pearson
lemma [20]. We can prove it using the method of introducing
Lagrange multipliers [17].

Proof: Consider the following optimization problem

min
Φi

pFF
i ,

s.t. (pFD
i , pDF

i , pDD
i ) = (βFD

i , βDF
i , βDD

i ).
(6)

By introducing Lagrange multipliers bi
ai

, fi
ai

, and gi
ai

with ai ≥
0, the problem in (6) is equivalent to maximize

1− pFF
i − (

bi
ai
)(pFD

i − βFD
i )− (

fi
ai
)(pDF

i − βDF
i )

− (
gi
ai
)(pDD

i − βDD
i )

=

∫
yi

pUi|Yi
(0|yi)

{
fYi|HA,HB(yi|0, 0) +

bi
ai
fYi|HA,HB(yi|0, 1)

+
fi
ai
fYi|HA,HB(yi|1, 0) +

gi
ai
fYi|HA,HB(yi|1, 1)

}
dyi

− bi
ai
(1− βFD

i )− fi
ai
(1− βDF

i )− gi
ai
(1− βDD

i ).

(7)
Thus, the solution of the optimization problem in (6) can be
a deterministic LLCT as

fYi|HA,HB(yi|0, 0) +
bi
ai
fYi|HA,HB(yi|0, 1)

+
fi
ai
fYi|HA,HB(yi|1, 0) +

gi
ai
fYi|HA,HB(yi|1, 1)


ui=0

≷
ui=1

0,

(8)
which can be reduced to the same form as (5). Lagrange
multipliers can be obtained by solving the constraint condition
equations in (6) with ai ≥ 0. In a similar way, we can prove
that the detection strategy Φi which maximizes pFF

i under
the constraint of fixed (pFD

i , pDF
i , pDD

i ) can be a deterministic
LLCT in the form of (5) with ai < 0. Therefore, operation
points on ∂Ri can be achieved by deterministic LLCTs.

Remark 2. For i ∈ {1, 2}, a convex set Ri consists of
operation points achieved by all decision strategies of DMi.
Sometimes, it is difficult to find a deterministic strategy to
achieve an operation point which is not on ∂Ri. However, it
is easier to find a deterministic LLCT to achieve a boundary
point. Therefore, we can always employ a randomized strategy
of LLCTs to achieve the operation point instead of searching
for an equivalent deterministic strategy.

IV. BAYESIAN DIFFERENTIAL PRIVACY

As shown in Figure 1, the fusion node is supposed to
infer the public random phenomenon HA. However, it can be
curious about the private random phenomenon HB and makes
the other binary decision UB based on its observations to infer
HB. Therefore, the differential privacy risk is an important
parameter to be considered in the distributed detection design
besides the detection performance to infer HA. In this work,
we study the distributed Bayesian detection problem from
a privacy-utility perspective and design the optimal privacy-
constrained distributed detection system.

A. Privacy Metric

Before formulating the privacy-constrained problem, we
need a reasonable privacy metric. Here, a Bayesian detection-
operational privacy metric is considered. To this end, we
define the non-negative detection cost of the fusion node to
make a decision uB given the hypothesis realization hB as
cUB,HB(uB, hB). Then, the average detection cost to infer the
private random phenomenon HB can be expressed as

cB =
∑
uB,hB

pUB,HB(uB, hB)cUB,HB(uB, hB)

=
∑
uB,hB

∑
hA

pUB,HA,HB(uB, hA, hB)cUB,HB(uB, hB).
(9)

The fusion node is assumed to be informed and greedy, i.e.,
it always employs the optimal fusion strategy ΦB to infer HB
with the minimum achievable average detection cost cB. In the
worst privacy scenario, given any distributed detection system
design with fixed Φ1 and Φ2, we propose the privacy metric
which measures the minimum achievable cB as

cmin
B = min

ΦB
cB(ΦB). (10)

From the detection-operational perspective, a higher cmin
B

means a more secure distributed detection design, and vice
versa. In addition, an upper bound of this privacy metric can
be identified as

cmin
B ≤ γ = min


∑
hA,hB

pHA,HB(hA, hB)cUB,HB(0, hB)∑
hA,hB

pHA,HB(hA, hB)cUB,HB(1, hB)

 .

(11)
The two constants

∑
hA,hB

pHA,HB(hA, hB)cUB,HB(0, hB) and∑
hA,hB

pHA,HB(hA, hB)cUB,HB(1, hB) account for cB’s when
extreme fusion strategies uB = 0 and uB = 1 for ∀(u1, u2)
are employed.

B. Privacy-Constrained Distributed Bayesian Detection

To take the differential privacy into account in the design
of the distributed detection system depicted in Figure 1, we
next extend the problem in (2) by adding a constraint on cmin

B
as

min
Φ1,Φ2,ΦA

cA(Φ1,Φ2,ΦA),

s.t. cmin
B (Φ1,Φ2) ≥ λ.

(12)

Similar to the privacy-unconstrained problem (2), the privacy-
constrained problem aims to find the optimal parallel dis-
tributed detection design which achieves the minimum average
detection cost cA. The additional constraint condition guar-
antees the distributed detection design with a certain desired
privacy level λ. Because of the upper bound of cmin

B shown
in (11), the privacy-constrained distributed Bayesian detection
problem is feasible only if λ ≤ γ. In the later discussions,
such a feasibility condition is assumed to be always satisfied.



By substituting an equivalent privacy constraint condition
in (12), the privacy-constrained distributed Bayesian detection
problem can be rewritten as

min
Φ1,Φ2,ΦA

cA(Φ1,Φ2,ΦA),

s.t. cB(Φ1,Φ2,ΦB) ≥ λ, ∀ΦB.
(13)

Based on the considered system setting, there are 16 deter-
ministic fusion strategy candidates for ΦB. In addition, the
best Bayesian detection performance for the fusion node to
infer HB can be achieved by a deterministic fusion strategy.
Therefore, we only need to consider the 16 deterministic
fusion strategy candidates for ΦB. Then, the privacy constraint
condition in (13) consists of 16 inequalities. Denote a deter-
ministic fusion strategy candidate for ΦB by Φk

B with an index
k ∈ {1, 2, . . . , 16}.

C. Privacy-Constrained Person-by-Person Optimality

Denote detection and fusion strategies of the optimal
privacy-constrained distributed detection design by Φ#

1 , Φ#
2 ,

and Φ#
A . Similarly, some important properties of them can be

derived by studying the privacy-constrained person-by-person
optimal detection and fusion strategies Φ�

1 , Φ�
2 , and Φ�

A .

Remark 3. Since the average detection cost cB does not de-
pend on the fusion strategy to infer HA, the privacy constraint
condition cannot affect Φ�

A , i.e., Φ�
A can be the same fusion

strategy as Φ∆
A given Φ1 and Φ2 which jointly satisfy the

differential privacy constraint. The conclusion about Φ�
A and

Φ#
A remains the same for Φ∆

A and Φ∗
A.

When decision strategies ΦA and Φj are fixed, the detection
operation of DMi is constrained to satisfy the privacy con-
straint condition. In this case, denote the privacy-constrained
operation region of DMi by Rp

i . Intuitively, Rp
i is the set Ri

confined by the privacy constraint condition.
As shown before, the privacy constraint condition in (13)

consists of 16 inequalities corresponding to different determin-
istic fusion strategy candidates of ΦB. Suppose that a deter-
ministic fusion strategy Φk

B is fixed for k ∈ {1, 2, . . . , 16}.
Then, the average detection cost cB will only depend on the
variable detection strategy Φi as

cB(Φi) = aki p
FF
i + bki p

FD
i + fk

i p
DF
i + gki p

DD
i + hk

i , (14)

where constants aki , bki , fk
i , gki , and hk

i are determined by the
given Φj and Φk

B. Then,

Pk
i =

{
p⃗i : a

k
i p

FF
i + bki p

FD
i + fk

i p
DF
i + gki p

DD
i + hk

i ≥ λ
}
(15)

denotes the privacy constraint set of operation points p⃗i which
satisfy the privacy constraint condition with the fixed decision
strategies Φj and Φk

B. Pk
i is a halfspace and therefore a convex

set. Its boundary ∂Pk
i is a privacy constraint hyperplane. The

privacy-constrained operation region of DMi can be expressed
as

Rp
i =

 ∩
k∈{1,2,...,16}

Pk
i

∩
Ri, (16)

with a boundary ∂Rp
i .

Remark 4. Since an intersection of convex sets is a convex
set [21], Rp

i is a 4-dimensional convex set.

The privacy-constrained person-by-person optimal decision
strategy Φ�

i is mapped to the optimal operation point of the
following problem

min
p⃗i∈Rp

i

cA(p⃗i), (17)

where cA(p⃗i) is the linear function of pFF
i , pFD

i , pDF
i , and pDD

i

in (4).

Remark 5. Rp
i is a convex set. According to [21], the optimal

operation point of the problem (17), which is achieved by
Φ�

i , is on the boundary ∂Rp
i such that it has a supporting

hyperplane in the form of

aip
FF
i + bip

FD
i + fip

DF
i + gip

DD
i + hi = δmin

i , (18)

where δmin
i is equal to the achievable minimum cA of the

problem in (17).

Define the following subsets of the boundary ∂Rp
i .

• The available boundary ∂Ri on ∂Rp
i :

SRi = ∂Rp
i ∩ ∂Ri.

• The available privacy constraint hyperplanes on ∂Rp
i :

SPi =
∪

k∈{1,2,...,16}

(
∂Rp

i ∩ ∂Pk
i

)
.

• The available privacy constraint hyperplanes on ∂Rp
i

excluding their intersection with ∂Ri:

Sc
Ri = {p⃗i : p⃗i ∈ SPi, p⃗i ̸∈ SRi} .

• The intersection of ∂Ri with privacy constraint hyper-
planes on ∂Rp

i :

IRPi = SRi ∩ SPi.

• The intersection of privacy constraint hyperplanes on
∂Rp

i :

IPPi =
∪

k1,k2∈{1,2,...,16},k1 ̸=k2

(
∂Rp

i ∩ ∂Pk1
i ∩ ∂Pk2

i

)
.

• The intersection of privacy constraint hyperplanes on
∂Rp

i excluding their intersection with ∂Ri:

Ic
PPi = Sc

Ri ∩ IPPi.

• All intersections on ∂Rp
i :

Ii = IRPi ∪ Ic
PPi.

Remark 6. It is not sufficient to consider a deterministic LLCT
for Φ�

i . When Φ�
i is mapped to an operation point in SRi, it

is sufficient to consider a deterministic LLCT for Φ�
i based on

Proposition 1. Otherwise, Φ�
i is mapped to an operation point

in Sc
Ri. In this case, Φ�

i may not be a deterministic LLCT.



Proposition 2. When Φ�
i is mapped to an operation point in

Sc
Ri, it is sufficient to consider the optimal operation point to

be in Ic
PPi, i.e., the optimal operation point in this case can

be an intersection point of privacy constraint hyperplanes on
the boundary ∂Rp

i .

Proof: As shown in Remark 5, the optimal point has a
supporting hyperplane in the form of (18). For an operation
point in Sc

Ri but not in Ic
PPi, its supporting hyperplane is

the privacy constraint hyperplane. If the privacy constraint
hyperplane is not in the form of (18), such a point cannot
be the optimal operation point. Otherwise, this point is the
optimal operation point. However, another point on the same
privacy constraint hyperplane in Ic

PPi also has a supporting
hyperplane in the form of (18) and therefore is the optimal
operation point as well. Thus, it is sufficient to consider the
optimal operation point, which is achieved by Φ�

i , to be in
Ic
PPi when the optimal operation point is in Sc

Ri.

Remark 7. As discussed in Remark 2, we can employ a
randomized decision strategy of two LLCTs to achieve the
optimal operation point in Ic

PPi. For one of the deterministic
LLCTs, we can choose the extreme decision strategy ui = 0
for ∀yi. Based on the extreme operation point (0, 0, 0, 0),
the optimal operation point, and the function ∂Ri(p⃗i), we
can calculate an operation point on ∂Ri and the other
deterministic LLCT. Finally, we randomize the two LLCTs to
achieve the optimal operation point in Ic

PPi.

Based on Proposition 2 and Remarks 5-7 about Φ�
i , we can

make the following conclusion about Φ#
i .

Theorem 1. If the optimal operation point is on ∂Ri, it
is sufficient to consider a deterministic LLCT for Φ#

i in
the optimal privacy-constrained distributed detection design.
Otherwise, it is sufficient to consider a randomized strategy of
two LLCTs for Φ#

i which is mapped to the optimal operation
point in the intersection of privacy constraint hyperplanes.

Theorem 1 indicates that we should focus on particular
groups of decision strategies and reduces the complexity of the
privacy-constrained optimization problem. The algorithm used
to solve the privacy-constrained distributed Bayesian detection
problem is shown in the next part.

D. Extended Method of Person-by-Person Optimization
In [22], the method of person-by-person optimization

(PBPO) was proposed to solve the privacy-unconstrained
distributed Bayesian detection problem. For our privacy-
unconstrained problem (2), the method of PBPO iteratively
refines deterministic LLCT-Φ∆

1 , LLCT-Φ∆
2 , and Φ∆

A to ap-
proach deterministic LLCT-Φ∗

1, LLCT-Φ∗
2, and Φ∗

A. To solve
the privacy-constrained problem (12), the method of PBPO
needs to be extended to incorporate the differential privacy
constraint and approaches Φ#

1 , Φ#
2 , and the deterministic Φ#

A
by updating Φ�

1 , Φ�
2 , and the deterministic Φ�

A iteratively.
Since the decision strategy ΦA is not affected by the privacy

constraint condition, the algorithm to update the deterministic
Φ�

A remains the same as updating Φ∆
A .

When updating Φ�
i for DMi, we first use the PBPO al-

gorithm to calculate LLCT-Φ∆
i . Then, there are two possible

cases:
1) The output LLCT-Φ∆

i can be mapped to an operation
point in Rp

i .
2) The output LLCT-Φ∆

i is mapped to an operation point
outside of Rp

i .
For the first case, update Φ�

i by the output LLCT-Φ∆
i . That

is because the output LLCT-Φ∆
i is mapped to the optimal

operation point in Ri and also in Rp
i which is a subset of

Ri.
For the second case, we have the following proposition.

Proposition 3. When the output LLCT-Φ∆
i is mapped to an

operation point outside of Rp
i , update Φ�

i by a decision
strategy of DMi such that it is mapped to the optimal operation
point in the intersection set Ii.

Proof: Based on their definitions, we have the results
∂Rp

i = SRi ∪ Sc
Ri, SRi ∩ Sc

Ri = ∅, Ii = IRPi ∪ Ic
PPi,

IRPi ∩ Ic
PPi = ∅, IRPi ⊆ SRi, and Ic

PPi ⊆ Sc
Ri. Then, we

can discuss the following two cases.
If the optimal operation point achieved by Φ�

i is in Sc
Ri,

Proposition 2 shows that it is sufficient to consider the optimal
point to be in Ic

PPi.
If the optimal operation point is in SRi, then it is in IRPi.

Otherwise, there is an operation point, which is in SRi but
not in IRPi, with a supporting hyperplane in the form of
(18). That means such an operation point is also the optimal
point in the strictly convex set Ri. Obviously, this conclusion
violates the assumption that the unachievable LLCT-Φ∆

i is the
optimal point in Ri.

We can conclude that the optimal operation point is in
the intersection set Ii when LLCT-Φ∆

i is mapped to a point
outside of Rp

i . Therefore, we can update Φ�
i by a decision

strategy which achieves the optimal operation point in Ii.
The extended method of PBPO is summarized in Algorithm

1.

V. NUMERICAL EXAMPLE

Here, we study a particular numeric example and show the
trade-off between the detection performance and differential
privacy risk.

The prior probabilities are set as

pHA,HB(0, 0) = pHA,HB(1, 0) = 0.25,

pHA,HB(0, 1) = 0.5,

pHA,HB(1, 1) = 0.

(19)

The conditional probability distributions of the observations at
remote decision makers are assumed to be

(Y1|hA = 0, hB = 0) , (Y1|hA = 0, hB = 1) ∼ N (0, 1),

(Y1|hA = 1, hB = 0) , (Y1|hA = 1, hB = 1) ∼ N (1, 1),

(Y2|hA = 0, hB = 0) , (Y2|hA = 1, hB = 0) ∼ N (0, 1),

(Y2|hA = 0, hB = 1) , (Y2|hA = 1, hB = 1) ∼ N (1, 1).

(20)



Algorithm 1 The Extended Method of PBPO
1: while cA is not minimized do

Input: Φ�
1 and Φ�

2 such that cmin
B ≥ λ

2: Φ∆
A ⇐ PBPO(Φ�

1 ,Φ
�
2 )

Output: Φ�
A ⇐ Φ∆

A

Input: Φ�
2 and Φ�

A
3: LLCT-Φ∆

1 ⇐ PBPO(Φ�
2 ,Φ

�
A )

4: if p⃗1 achieved by LLCT-Φ∆
1 ∈ Rp

1 then
Output: Φ�

1 ⇐ LLCT-Φ∆
1

5: else
6: search for the optimal operation point in the intersec-

tion set I1
Output: Φ�

1 ⇐ decision strategy of DM1 to achieve the
optimal point in I1

7: end if

Input: Φ�
1 and Φ�

A
8: LLCT-Φ∆

2 ⇐ PBPO(Φ�
1 ,Φ

�
A )

9: if p⃗2 achieved by LLCT-Φ∆
2 ∈ Rp

2 then
Output: Φ�

2 ⇐ LLCT-Φ∆
2

10: else
11: search for the optimal operation point in the intersec-

tion set I2
Output: Φ�

2 ⇐ decision strategy of DM2 to achieve the
optimal point in I2

12: end if
13: end while

The settings in (20) will simplify the privacy-constrained
optimization problem by reduce the 4-dimensional operation
regions to be 2-dimensional. In addition, the detection costs
for the fusion node to infer HA and HB are assumed to be

cUA,HA(0, 0) = cUA,HA(1, 1) = 0,

cUA,HA(1, 0) = cUA,HA(0, 1) = 1,

cUB,HB(0, 0) = cUB,HB(1, 1) = 0,

cUB,HB(1, 0) = cUB,HB(0, 1) = 1.

(21)

Based on this detection cost assignment, the detection and
privacy metrics reduce to the average error probability to infer
HA and the minimum average error probability to infer HB,
respectively.

To compare the detection performance and privacy risk
of the optimal privacy-constrained distributed detection de-
signs with different privacy guarantees, we set the parameter
λ ∈ {0, 0.05, . . . , 0.5} in (12). Among the optimal privacy-
constrained designs, the optimal privacy-unconstrained dis-
tributed detection design corresponds to the case of λ = 0.
Note that we set the highest privacy guarantee of λ to be
0.5 because of the upper bound of the privacy metric in (11).
The proposed extended method of PBPO is used to solve the
privacy-constrained distributed Bayesian detection problems.
The detection and privacy performances of different privacy-
constrained optimal designs are illustrated in Figure 2.
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Fig. 2. The detection performances, evaluated by cA, and privacy risks,
measured by cmin

B , of the optimal privacy-constrained distributed detection
designs with different privacy guarantees.

In Figure 2, the trade-off between the system detection per-
formance and differential privacy risk can be observed. When
the privacy guarantee parameter λ ≤ 0.3, we always obtain the
same optimal privacy-constrained distributed detection design.
That is because the optimal privacy-unconstrained design has
cmin

B ≈ 0.31 and satisfies the privacy guarantees of λ ≤ 0.3.

VI. CONCLUSION

In this work, we introduce the principle of differential
privacy from computer science into the distributed detection
problem. To measure the privacy risk in the worst case, the
minimum average Bayesian detection cost for the fusion node
to infer the private random phenomenon is proposed as the
privacy metric. The privacy-constrained distributed Bayesian
detection problem is formulated to find the optimal detection
system design with a certain differential privacy guarantee.
If the privacy constraint leads to a feasible problem, then it
is sufficient to consider a deterministic LLCT or randomized
strategy of two LLCTs for the optimal detection strategy of a
remote decision maker. This conclusion is helpful to simplify
the optimization problem since the method of PBPO just
needs to be extended to incorporate the privacy constraint.
Results of the numerical example show that the improvement
of the system privacy is at the cost of the degeneration of
the detection performance. The incorporation of differential
privacy constraint in the distributed detection system design
will lead to trustworthy sensor networks and IoTs in future.
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